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1 Introduction

1.1 Purpose and Scope of this Document

This document describes:

e The Saudi Genome Project (SGP) compute and storage cluster and the functions that it performs
e System administration procedures

e The system hardware and software design

Related documentation, including the original vendor manuals for the servers, switches and other components that are
integrated into the system, is provided in the Additional Documentation folder that accompanies this guide. For more
information, see Related Documentation.

This document does not describe the SGP bioinformatics software or lab instruments.

1.2 Intended Audience

This document is intended for system administrators assigned to the Saudi Genome Project.
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2 System Overview

2.1 SGP Compute and Storage Cluster

The purpose of the SGP compute and storage solution is to ingest data from lab DNA sequencing instruments and to run
the applications which analyze that data.

2.2 System Components

The system consists of a combination of servers, storage and networking components which perform data analysis. The
following illustration provides a high-level overview of the system components:

1 Instruments
ke nlm
—_— PUrES
Ubuntu OS
1GE NIC
|
2) 3
"/ Raw Data Analysis o Tertiary Analysis

Environment: 3 Environment:
- OS: Ubuntu 10.04 LTS I - OS: Red Hat Enterprise
- Job Scheduler: Grid Engine - Job Scheduler: Grid Engine
- lon Torrent Suite (Web UI) - Cluster Manager: Bright
Torrent Server: Cluster Manager
- 2 X Dell R420 rack servers  @—=NFS GPFS Head Node:
-2 X Xeon 2.30GHz (16 cores) - Redundant Dell R420 rack
- 48GB RAM server (running Bright)
- 15K RPM SAS HDs -2 X Xeon 2.30GHz (16 cores)
Compute Nodes: - 48GB RAM
- 16 X Dell M420 blades DDN Storage - 15K RPM SAS HDs
-2 X Xeon 2.30GHz (16 cores) Compute Nodes:
- 96GB RAM - 16 X Dell M420 blades
- 200GB RAID 1 SSD - 2 X Xeon 2.30GHz (16 cores)

- 96GB RAM

- 200GB RAID 1 SSD
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2.3 Central Site and Satellite Sites

The central site is a unique site within the Saudi Genome Project (SGP) as it comprises both primary and tertiary analysis
components. Other sites which include only primary analysis components will rely on the central site to perform tertiary

analysis of their data.

Satellite Sites né Central Site
o Secondary/
Monitoring/Updates Tertiary A
é)\ Track Progress TS+ i Cluster Progress Tracking/
Results Viewin
TS + Ubuntu LT g
Ubuntu ks Cluster [% Remote
Sample Cluster & (SFF or & Access
Collection / FASTQ) ol Analysis Dee Record
Sample Produce Monitofing/Updates 1 Access
i Prod Perpetual ~ Archive
Prep BAM Files roduce ) pel
V/CF Files VCF frpm Satellite Archive
Track 5 HPC Storage HPC
rac = VCF Transfer td CCF Storage
Progress Record Data LIMS Backup
Record Wells Tracking (redundancy)
i Files
Creation LIMS
Instruments Instrument Record Data App/
’ Monitoring/Updates Tracking DB
Run Launch —
Monitoring/Updates
LIMS App/DB Progress Tracking/Monitoring
LIMS DB Replication
LIMS SQL Store LIMS DB Replication LIMS SQL Store  LIMS Backup

WAN Communication
Local Site Communication

LifeTech Access
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2.4 Physical System Design

2.4.1 Overall System View
There are three primary functions that are handled by the SGP system:
e Primary Analysis (Rack 1) — Analyzes raw data from lab instruments and prepares it for the Tertiary Analysis phase.

e Shared Storage (Racks 2 and 3) — This DDN storage array’s capacity is shared by the primary and tertiary analysis
systems.

e Tertiary Analysis (Rack 4) — Tertiary Analysis inputs the data from the Primary Analysis phase, and runs a set of tools
in order to produce meaningful data that a can be interpreted by experts.

The following diagram provides a high-level system view of the racks that make up the system:

8-Proton Analysis Shared Storage Central Compute Cluster

Rack 1 Rack 2 Rack 3 Rack 4 Rack 5

10
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Label Rack Component Description

A Rack 1 Forcel0 S55 1GE 48-port top-of-rack | This switch connects the components in Rack 1 to the
access switch DDN storage, to the lab instruments, and to other

switches in the private network.

B Rack 1 System Monitoring Server, Dell This server generates monitoring statistics and error
PowerEdge R320 rack server alerts for the overall environment.

C Rack 1 KMM — Keyboard, Monitor and Mouse | The KMM enables you to connect to the server
pull-out system consoles.

D Rack 1 KVM - Keyboard, Video and Mouse, The KVM provides the connectivity that allows you to
Dell KVM 4322DS remote console control multiple computers from the connected KMM.
switch

E Rack 1 Proton TS Server, Dell PowerEdge The head node for the primary analysis function. This
R420 rack server node distributes work to the compute nodes further

down in Rack 1.

F Rack 1 Proton TS Server Backup, Dell The backup head node for the primary analysis
PowerEdge R420 rack server function.

G Rack 1 Proton Analysis, Dell PowerEdge These compute nodes perform the distributed primary
M1000e modular blade enclosure analysis function.

(chassis) with 16 x Dell PowerEdge
M420 Blade Server compute nodes,
upgradeable to 32 nodes.

H Rack 2 Dell Forcel0 S4810 10GE top-of-rack | This switch (which is stacked with switch labeled M in
switch Rack 3) connects the DDN storage to the components

in Racks 1 through 4, and to the lab instruments

I Rack 2 DDN Monitor, Dell R620 This server generates monitoring statistics for the

DDN storage system.

J Rack 2 4 X DDN file system servers, Dell These servers provide file system access to the
PowerEdge R720 rack servers, primary and tertiary analysis components, as well as
upgradeab|e to 8 servers to the lab instruments.

K Rack 2 & 3 2 X DDN SFA12K40 RAID These controllers handle the RAID configuration for
Controllers, with battery backup units | the DDN storage in Racks 2 and 3.

L Rack 2 & 3 10 X DDN SS7000 Disk Enclosures These disk enclosures contain the storage array’s
with 60 X 1TB SAS disks, and 300 hard drives. Note: 40TB SAS + 640TB SATA =
3TB SATA disks. ~680TB usable capacity. The system is ready for

additional 240 X 3TB SATA, which would provide
another 440 TB of usable capacity.

M Rack 3 Dell Forcel0 S4810 10GE top-of-rack | This switch (which is stacked with switch labeled H in

switch

Rack 2) connects the DDN storage to the components

11
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in Racks 1 and 4, and to the lab instruments.

N Rack 4 Forcel0 S55 1GE 48-port top-of-rack | This switch connects the components in Rack 4 to the
access switch (two switch stack) DDN storage and to other components in the system.

(0] Rack 4 LIMS Application Server, Dell This server hosts the Laboratory Information
PowerEdge R420 rack server Management System (LIMS) application services.

P Rack 4 LIMS Database Server, Dell This server hosts the Laboratory Information
PowerEdge R420 rack server Management System (LIMS) database services.

Q Rack 4 LIMS data storage: These storage units provide Laboratory Information
Dell PowerVault MD3220 SAS 15K Management System (LIMS) database storage.

(top unit)
Dell PowerVault MD1220 SAS 15K
(bottom unit)

R Rack 4 Head Node (RHEL), Dell PowerEdge | The head node for the tertiary analysis cluster. This

R420 rack server node distributes work to the compute nodes further
down in Rack 4.

S Rack 4 Head Node (RHEL), Dell PowerEdge | The backup head node for the tertiary analysis
R420 rack server function.

T Rack 4 KMM - Keyboard, Monitor and Mouse | The KMM enables you to connect to the server
pull-out system consoles.

U Rack 4 KVM - Keyboard, Video and Mouse, The KVM provides the connectivity that allows you to
Dell KVM 2162DS remote console control multiple computers from the connected KMM.
switch

\% Rack 4 2 X Dell M1000e Chassis, with 32 x These compute nodes perform the tertiary analysis
Dell PowerEdge M420 Blade Server function.
compute nodes. Upgradeable to 64
nodes.

The following sections describe each of the racks in greater detail.

12
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2.4.2 Rack 1 — Primary Analysis Cluster

The Primary Analysis cluster is housed in Rack 1:

8-Proton Analysis

S55 1GE Switch —>
System mon._sv. R320 —»

KMM —>
KVM —>

Proton TS Server R420—»
Proton TS Server R420 Backup —»|

Proton Analysis:

Dell M1000e Chassis
w/16 x M420 Compute
nodes.

Upgradeable to 32
nodes.

13
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Rack 1 hosts provide the following functionality:

Component Description

Forcel0 S55 1GE 48-port top-of-rack This switch connects the components in Rack 1 to the DDN storage, lab
access switch instruments, and to other components in the system.

System Monitoring Server, Dell This server generates monitoring statistics and error alerts for various
PowerEdge R320 rack server components in the overall solution. As well as DNS and NTP services,

and remote troubleshooting capabilities.

KMM — Keyboard, Monitor and Mouse The KMM enables you to connect to the server consoles.
pull-out system

KVM — Keyboard, Video and Mouse, Dell | The KVM provides the connectivity that allows you to control multiple
KVM 4322DS remote console switch computers from the connected KMM.

Proton TS Server, Dell PowerEdge R420 | The head nodes run the Torrent Suite, and the Grid Engine job

rack server scheduler (formerly Sun Grid Engine). The Grid Engine receives
notification when a lab instrument has uploaded a new data set. It then
distributes the jobs to the compute nodes based on their availability.

Proton TS Server Backup, Dell The backup Torrent Server supports manual failover should the primary
PowerEdge R420 rack server Torrent Server fail.

Proton Analysis, Dell PowerEdge M1000e | The compute nodes perform the primary analysis function. These
modular blade enclosure (chassis) with 16 | compute nodes are under the control of the head node.

x Dell PowerEdge M420 Blade Server
compute nodes, upgradeable to 32
nodes.

14
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2.4.3 Racks 2 and 3 — Storage and Networking
The Data Direct Network (DDN) storage is housed in Racks 2 and 3:

Shared Storage

s4810 10GE Switch

B <X DDNFS SrvR720
+ DDN Monitor |
Upgradeable to 8 X FS

s4810 10GE Switch

2 X DDN SFA12K40 10 X DDN SS7000 Disk Enclosures with 60 X
Controllers w/Battery 1TB SAS disks.
backup units. And 300 3TB SATA disks.
40TB SAS + 640TB SATA = ~680TB
Useable.

Ready for additional 240 X 3TB SATA
(440 TB useable)

15



Saudi Genome Project System Administrator Guide 1
technologies™

Racks 2 and 3 host the following components:

Component Description

Dell Forcel0 S4810 10GE top-of-rack These switches are stacked, so they logically appear to be a single
switch switch. The stack connects the other components in these racks to each
other and to the other components in the system.

Note that the compute nodes in the other racks use 1 GE connections,
even though this stack provides a 10 GE connection. But, multiple
compute nodes can access storage simultaneously, so the storage
system requires 10 GE throughput.

DDN Monitoring server, Dell PowerEdge The Monitoring Server provides metrics for the storage, including
R620 rack server capacity and performance metrics.

4 X DDN File system Servers, Dell These file servers run the IBM General Parallel File System (GPFS).
PowerEdge R720 rack servers,
upgradeable to 8 servers

The servers are referred to as:

e fsO1
o fs02
e fsO3
o fsO4

(from top to bottom).

When a file system is accessed by a component within the system, the
access request is handled by one of the file system servers, which
communicate with the RAID controllers, which in turn read and write
to/from the physical disks.

With GPFS, data can be accessed a parallel fashion. However, only the
Tertiary Analysis clients (in Rack 4) are able to use GPFS clients. This is
due to the fact that the Tertiary Analysis clients run on RedHat
Enterprise Linux Server (RHEL), which provides support for GPFS. The
Primary Analysis clients in Rack 1 require Ubuntu Linux, which does not
support GPFS. Those clients use NFS and FTP.

2 X DDN SFA12K40 RAID Controllers, In each rack, a DDN RAID controller is installed just above the disk

with battery backup units enclosures. These dual head controllers are used for redundancy as well
as to achieve higher throughput. The racks are redundant overall, in that
processing can continue when a controller, disk enclosure, or drive fails.
However, it is not possible to lose an entire rack and continue
processing.

10 X DDN SS7000 Disk Enclosures with A maximum of 60 drives are contained in each unit. Most of these are 3
60 X 1TB SAS disks, and 300x 3TB TB SATA disks. However, there are also 60 x 1 TB SAS disks, which
SATA disks. provide a faster caching tier of storage. In general, data trickles to the
SATA disks as it ages.
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2.4.4 Rack 4 — Tertiary Analysis Cluster

The Tertiary Analysis clients input data that has been processed by the Primary Analysis cluster, and run a set of tools to
further analyze that data so that an expert can interpret the results. This document does not describe the bioinformatics
software that runs on the Tertiary Analysis rack.

The Tertiary Analysis cluster is housed in Rack 4;

Rack 4

S55 1GE Switch

LIMS App Server R420

LIMS DB Sever R420
LIMS SQL MD3220 SAS 15K

LIMS SQL MD1220 SAS 15K

Dual Head Nodes (RHEL) R420

KMM
KVM 4322DS

2 X DellM1000e
Chassis w/32 x M420
Compute nodes.
Upgradeable to 64
nodes.

o e — I
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Rack 4 hosts the following components:

Component

Forcel0 S55 1GE 48-
port top-of-rack access
switch

Description

These switches connect the components in Rack 4 to the DDN storage and to other
components in the system.

LIMS Application
Server, Dell PowerEdge
R420 rack server

Laboratory and Information Management System (LIMS) application server.

LIMS supports laboratory operations, such as workflow management, data tracking
support, and data exchange interfaces. This document only describes the hardware for
the LIMS server, not the software functionality.

LIMS Database Server,
Dell PowerEdge R420
rack server

Laboratory and Information Management System (LIMS) database server.

LIMS SQL, Dell
PowerVault MD3220
SAS 15K (top unit)

LIMS SQL, Dell
PowerVault MD1220
SAS 15K (bottom unit)

Laboratory and Information Management System (LIMS) storage.

2 x Head Node (RHEL),
Dell PowerEdge R420
rack server

The dual head nodes run the open source Grid Engine (formerly Sun Grid Engine). Bright
Cluster Manager also runs on the dual head nodes.

On Rack 4, the Grid Engine runs on top of RedHat Enterprise Linux (RHEL). On Rack 1,
the Grid Engine runs on top of where it runs on Ubuntu Linux. RHEL provides support for
overlaying cluster management on top of the operating system. Ubuntu does not provide
this support. (Ubuntu must be used on Rack 1 because the primary analysis software that
runs on Rack 1 is built on Ubuntu.) So, in Rack 1, if a node is lost, it is necessary to
connect a USB disk physically and reimage the node. In Rack 4, if a node is lost, it is
possible to simply push a new node image from the head nodes. The images capture all
of the system operating system settings, all of the installed applications, and so forth.

KMM - Keyboard,
Monitor and Mouse pull-
out system

The Keyboard Mouse Monitor (KMM) provides a pull-out keyboard, mouse, and monitor.

KVM — Keyboard, Video
and Mouse, Dell KVM
2162DS remote console
switch

The Keyboard Video Mouse (KVM) accepts the video output from the units in the rack,
and allows you to interact with the consoles on those servers when physically present at
the racks (or remotely over the Web). You can easily switch between the nodes that the
KVM is connected to.

2 X Dell M1000e
Chassis, with 32 x Dell
PowerEdge M420 Blade
Server compute nodes.
Upgradeable to 64
nodes.

Client services run on the compute nodes. The two Dell M1000e chasses are the same
as those used in Rack 1.
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2.4.5 Rack 5 — Future Expansion

Rack 5 is provided for future expansion. Currently, there are no components installed in Rack 5:

Rack 5

Note: You should not limit your data center space to five racks. Future expansion may require additional racks.
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2.5 Equipment and Software

The following common infrastructure components are used throughout the system:

4
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Item Vendor Model Dimensions Qty Notes
Rack APC AR3300 — 42U — 600mm X 200mm | 5
Netshelter SX
PDU APC AP8965 Vertical 24 Power distribution unit
KVM Dell 2162DS 1U 2 Keyboard / Video / Mouse
KMM Dell 331-9435 1U-18.5" LED 2 Pull out screen and keyboard /
mouse pad, to interface with
KVM
Servers Dell PowerEdge R420 1U e Head nodes
servers )
e  Monitor server
e LIMS app server
e LIMS database server
Servers Dell PowerEdge M420 Quarter-height blade Compute nodes
blade servers
Servers Dell PowerEdge R720 2U 4 File system servers
servers
Chassis Dell PowerEdge 10U 3 Chasses for PowerEdge M420
M1000e Blade blades
Enclosure
RAID DDN SFA12K40 RAID 3U 2
Controllers Controllers
Storage Dell MD PowerVault 2U 1 LIMS database storage
Array MD3220
Storage Dell MD PowerVault 2U 1 LIMS database storage
Array MD1220
Switch Dell - S4810 10 GE 1 2
Forcel0 | switch
Switch Dell - S55 1 GE switch 1U 3
Forcel0
KVM Dell KVM 4322DS U 2
KMM U 2
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The solution includes software components from the following vendors:

Vendor Product

ION Torrent Software which performs lon Semiconductor Sequencing, a method of DNA sequencing based
on the detection of hydrogen ions that are released during the polymerization of DNA.

Bright Cluster Cluster management software. Enables you to install, manage and use Linux clusters.

Manager

RedHat Enterprise
Linux Server

Linux operating system.

Ubuntu Server

Linux operating system.

IBM

General Parallel File System (GPFS), a high performance shared-disk file management
solution

2.6 Rack Weight and Power Consumption

The following illustration shows the weight and power characteristics of Rack 1 through Rack 5.

Rack 1 Rack 2 Rack 3 Rack 4 Rack 5 Rack 6 Rack 7 Rack 8 Rack 9

APC 3300 APC 3300 APC 3300 APC 3300 APC 3300 Future Expansion  Future Expansion Future Expansion  Future Expansion
Power 16.5 KW Power 8.5 KW Power9 KW Power20.5 KW Power 14 KW
Weight 600 Kg Weight 910 Kg Weight 950 Kg Weight 720 Kg Weight 800 Kg

| |
L 1 1 1 .
o (| Ll o B

Note that future system expansion may require more racks than shown above. It is recommended that you allow for this
when allocating space in your data center.
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2.7 Rack Power Connections

The diagram below depicts the number and type of power plugs used in each of the racks:

Rack 1
6 X IEC 309
32A 2P+E

Rack 2
4 X |EC 309
32A 2P+E

Rack 3
4 X |EC 309
32A 2P+E

Rack 4
6 X IEC 309
32A 2P+E

Rack 5
4 X IEC 309
32A 2P+E

22
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3 Network Infrastructure

3.1 Network Overview
The server, storage and other components that comprise the SGP analysis environment are interconnected using a

number of switches in a private network. Several multi-homed systems can be reached from the KACST LAN to enable
administration of all components within the private network.

3.2 Switch Interconnections

Intra-rack communication is provided by a combination of 1GE and 10GE switches, creating a private communication
network. The following diagram shows the interconnections between all switches in the system:

Switch Interconnections

F10-S4810-RACK2-S\WW1
RSTP Root

Br Priority O Ten 0/20
172.18.1.6/16 (v100) Ten0/21

Ten 0/42
Ten 0/43

Ten 0/20

Ten 0/42
Ten 0/43 | Ten 0/41

Ten 0/46
Ten 0/47

PO 8
LACP

—

Mod 0
Ten 0/0 CuNC
Ten 0/1 CuNC

Ten 0/0 Cu NC
Ten 0/1 Cu NC Ten 0

m : s r1C] e I anen : ILC - R neen ] L 3 e (0 | saan ]
S55 1GE Lab 1-1 F10-S55-RACK1-SW1 F10-S55-RACK4-SW1 F10-S55-RACK4-SW2
F10-S55-LAB-SW1 VLAN100: 172.18.1.2/16 VIan100::172.18.1.3/16 VIan100: 172.18.1.4/16
Vlan100: S55 1GE Rack 1-1 $55 1GE Rack 4-1 855 1GE Rack 4-2

176.18.1.5/16 .
Transit VLANs

100 (active) Management traffic

23



Saudi Genome Project System Administrator Guide 1
technologies™

Key:
Abbreviation Product
F10-S4810 Dell Forcel0 S4810, 10GE top-of-rack (ToR) switch
F10-S55 Dell Forcel0 S-Series S55 1 GE top-of-rack (ToR) switch
Stack F10-S4810 switches are stacked
PO Trunk Link

24




Saudi Genome Project System Administrator Guide

technologies™

3.3 Network Connections and Switch Ports

The following diagram provides an overview of the network connectivity for each rack, and shows the connections to the
individual switch ports.

This diagram uses the same colors and conventions to represent the network links as the diagram in Network
Connections — Physical Layout, which enables you to see where the cables are physically located at the back of the
racks.

Note: You can zoom in to see the details of this diagram.

* o * o _6 Remote Support
Force10 — S55 1GE r ~~“%  8XProton Instruments — Customer Access Access
@ SR U G Customer
LAN 1GE ~

2 X SMF 10Gbps 1 E=ra I o ’
Patch cables - \ | | | | | | | /J
(30M) | 2x sFP-LR '\
- Adaptt / h
Fibre patch aptet
panel LC-LC 8 X 1Gbps | /
(If required) CAT 6
Co_oper —_| Customer
25 LAN 10GE
.I KVM 2162DS Rack 1
X10GE
Dat:
Fibre patch .
panel LC-LC X 10GE Rack 3 3
/| (If required) f RS A - a1 S55 1GE Rack 1-1
XKvM |
/ 10GE
GPFSX 7 X 10GE
2 X SMF
o Data Data
Fibre (4 @
strands) } 1 X 10GE X 1GE
et |RACK 2| o

11 X1GE
o] (22)

10GE
GPFS X8

] 2xasFP-

10GE GPFS X 2 | QFSP STACK

e

2 X Fibre OM3 k"

Patch LC/LC SMF

2XSFPAR |
Adapter

KVM 2162DS Rack 4

1Gb/s Cu Mgmt net:
10 Gbs Gu Date net 4 Instrument Bundle
e 10 Gb/'s Fibre Data ne e

10 Gb/s Cu GPFS net Customer Infrastructure
KVM Cu N

ustomer Upli

1Gb/s Cu Data ne immm—

Eight instruments in the lab are connected to the lab switch. Fiber optic cables run from the lab switch to a patch panel,
and are routed from there to the data center where they connect to a 10 GE switch.

For details about the subnets in each rack, see Network Connections — Physical Layout.
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3.4 Network Connections — Physical Layout

The following illustration shows how the network connections are laid out physically in the racks.

This diagram uses the same colors and conventions to represent the links as the diagram in Network Connections and
Switch Ports. This illustration allows you to see where the cables are physically located at the back of the racks.

Cabling diagrams for the individual components are shown in the following sections:

e Monitoring Server

e Primary Compute Cluster

e Tertiary Compute Cluster

e Storage Array
Note: You can zoom in to see the details of this diagram.

T e . y e —— — "
10GE 1GE 106E 7 | 10ce 1GE 10GE 1GE
10GE 1GE GE | Deta Cust Data Cust

X

—  Deta Cust | Data Cust Data Cust

X2 X3 | x7 X0 X X0 | X2 X4 X

GE

10GE Kvm 10GE KVM 10GE KM KvM 10GE KVM

GPFS —

Cust x4 St x5 [ Cust X e X6 Cust X

R - ———— —

GE. 1GE T TGE TGE. 1GE 1GE 1GE 1GE

[ Deta Mgmt 1GE Momt | Data Mgmt  [—— Data Momt =7 ] Dats Mgmt =
X17 X8 Data X1 X1 X2 X14 X b3

10GE

10GE 106!

Rack 1 aps s Rack3 s Rack 4 Rack 5
xe Rack 2 X

X2

:“" \L'h-.{ i
A8~ =48

7 F il o

8=

TICT
L

T

s
T

1Gb/s Cu Mgmt n et

10 Gb/s Cu Data net
w10 Gb/s Fibre Data ne e
10 Gb/s Cu GPFS net
KVM Cu Net:
e CUSEOMET UPIiNK S s—
s |Gb/s Cu Data net:

The VLAN memberships (cabling types) are designated by colors. For example, blue lines indicate NFS and FTP data
access, pink lines indicate the chassis management subnet, and red lines indicate the cables connected to the KVM. The
full key is contained in the diagram above.

Power receptacles are represented as circles for each rack. Two types of power receptacles are used:

e (C19 (shown as red circles)

e C13 (shown as green circles)

26




Saudi Genome Project System Administrator Guide 1
technologies™

Notes:
Subsystem Notes
Rack 1 Rack 1 hosts the primary analysis cluster. It contains:
e 17 x 1GE data links — These links handle NFS and FTP traffic for the primary
analysis compute nodes and the monitoring server.
e 2 x10GE data links — These links handle NFS and FTP traffic for the primary
analysis head nodes.
e 3 x 1 GE customer data links — These links provide KACST LAN access
through multi-homed primary analysis head nodes and the monitoring server
(not to the switches).
These data links can be used to view progress on sequencing runs, perform
system updates to the software, and also to perform system administration
tasks.
e 0 x10 GE customer data link
e 8 x 1 GE management data link — These links provide management access for
the components in Rack 1.
e 4 xKVM cables — These cables run from the KVM to the video and USB
connectors on the servers in Rack 1.
Racks 2 and 3 Rack 2 hosts the DDN storage. It contains:
e 8 x 10GE GPFS links — These links handle GPFS traffic for the DDN file
servers.

e 0x 1GE datalinks

e 7 X 10GE data links — These links handle NFS or FTP traffic for the DDN file
servers.

e 0 x 1 GE customer data links

e 1 x 10 GE customer data link — This link handles NFS or FTP access for the
KACST LAN.

This data link is useful when the customer wants to access the DDN in order to
move a large amount of stored data, for example to an archive.

e 11 x 1 GE management data links — These links provide management access
for the components in Rack?2.

e 5 x KVM cables — These cables run from the KVM to the video and USB
connectors on the servers in Rack 2.

e The dark blue/grey lines connect the file system servers to the RAID controllers.
The RAID controllers are redundant across Racks 2 and 3.The file system
servers are connected to both of these controllers.

e The controller connects directly to the battery backup unit, and the battery
backup unit connects to the PDU. This is why a power supply is not shown.
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Rack 3 contains:

¢ 1 x 1 GE management data link — This link provides management access for
the components in Rack 3.

e The dark blue/grey lines connect the file system servers to the RAID controllers.
The RAID controllers are redundant across Racks 2 and 3.The file system
servers are connected to both of these controllers.

e The controller connects directly to the battery backup unit, and the battery
backup unit connects to the PDU. This is why a power supply is not shown.

e The controller only has a management connection. This is because all of the
other connections related to the DDN equipment are located in Rack 2, since
Rack 3 only has connections that go from the RAID controller to the file system
servers.

Rack 4

Rack 4 contains:

e 2 x10GE GPFS links — These links handle GPFS traffic from the dual tertiary
analysis head nodes in Rack 4. The 10GE GPFS and 1GE GPFS connections
are on the same subnet, but provide different data transfer rates.

The dual tertiary analysis head nodes run Red Hat Enterprise Linux and Bright
Cluster Manager, including Grid Engine which is used the schedule and
distribute jobs to the compute nodes in the chassis below. Bright Cluster
Manager is also used to provision the compute nodes, i.e. reimage the compute
nodes, deploy applications to them, deploy updates, verify compute node health
and status, and so forth. For more information on Bright Cluster Manager, see
Additional Documentation\Bright Products\Bright Cluster Manager Admistrator

Guide.pdf.

e 36 X 1GE GPFS links — These links handle GPFS traffic for the tertiary analysis
compute nodes in Rack 4.

e 2 X 1GE data links — These links handle NFS or FTP traffic from the LIMS
servers in Rack 4.

e 2 X 10GE data links — These links handle NFS or FTP traffic from the tertiary
analysis head nodes in Rack 4.

e 4 x 1 GE customer links — These links handle KACST LAN access.
e 0x 10 GE customer data link
e 14 x 1 GE management data links — These links provide management access.

e 6 x KVM cables — These cables run from the KVM to the video and USB
connectors on the servers in Rack 1.

e The LIMS application server provides both private network connectivity and
customer connectivity. The LIMS database server connects to two drive
enclosures that support LIMS data storage.
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Iltem Manufacturer Model SW Rev Dimensions Qty Notes

1GE Switch ForcelO (Dell) | S55 NA 1U 4 lin Rack 1
2in Rack 4
linthe lab

10GE Switch ForcelO (Dell) | S4810 | NA 1U 2 1lin Rack 2
1lin Rack 3

3.6 VLAN Design

3.6.1 VLAN-Switch Associations

This following illustration indicates the purpose of each VLAN and the IP address range for each VLAN.

This illustration is similar to the illustration shown in Network Connections and Switch Ports. But, the illustration below

focuses on the VLANSs that are overlaid on top of the switch architecture.

Zoom in to see the details of this diagram.

Force10 - 855 1GE

2XSMF 10Gbps | ] o I —_——
Patch cables — ! I | | I ‘ I |
(30M) 2 X SFP-LR v
Fibre patch - Adapter /
panel LC-LC & X 1Gbps
(If required) gg;pi'
25 LAB
Fibre patch Management:
1 (ﬁar';‘:‘u';g;hc iDRAC, chassis mgmt, KVM
it mgmt, etc.

&

Fibre (4

/
2XSMF |/
strands)

2xFibreoms |/
Patch LC/LC SMF

VLAN 100: 172.18.x.x 116
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NFS, FTP, CIFS

Blue - 1GE

Orange — 10GE

VLAN 200: 172.19.x.x 116

2XSFPAR |
Adapter

s | G/ CU MgMt net—
10 Gb/s Cu Data net
10 Gb/s Fibre Data et
10 Gbfs Cu GPFS net

s V] CU- N e
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4 Instrument Bundle

Customer Infrastructure
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Remote Support
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T Customer
LAN 10GE
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Each VLAN is a self-contained subnet within the entire network environment, and is only running OSI Layer 2 networking.
It is not possible for network traffic to cross from one VLAN to another (since there is no routing). So all the VLANs are
segregated. This is one of the reasons why there are multiple connections to each node. The use of self-contained
subnets increases speed because the networks are dedicated to specific purposes.

e Management VLAN — The pink management VLAN connects to iDRAC, chassis management, and the KVM. This is
VLAN 100 on subnet 172.18.x.x/16.

e Data VLAN — The data VLAN uses the IP range 172.19.x.x. NFS/FTP access for data is provided over the blue or
orange subnets. These provide 10GE and 1GE access, but they belong to the same VLAN.

e GPFS and Bright Management — VLAN 300 on 172.20.x.x is for GPFS data, both GPFS internal storage traffic, such
as file system synchronization operations, and for native GPFS clients. Bright Cluster Management traffic is also
supported. Bright Cluster Manager is supported on the nodes in Rack 4.

Customer connections for storage access, monitoring server, torrent servers, head nodes, and the LIMS system are
separated. All these connections must be plugged into the customer’s network independently.

3.6.2 VLAN Design

Three VLANSs are defined on the private network infrastructure. No routing is supported between these VLANS.
VLAN VLAN ID Description

Management VLAN 100 This VLAN interconnects iDRAC components on key
systems, chassis management modules, KVMs, etc.

Data VLAN 200 This VLAN enables client access to the DDN storage
array through NFS and FTP.

Bright Management / GPFS VLAN 300 This VLAN enables IBM General Parallel File System
(GPFS) client access to the DDN storage array, and
enables Bright Cluster Manager node management
capabilities.

3.6.3 Switch Configuration

The VLAN port assignments and other switch configuration information is contained in the Additional Documents folder.
See Related Documentation.

3.7 Switch Authentication/Access

Switch IP Address Username Password Location

F10-S55-LAB-SW1 Forcel0 S55 172.18.1.5 dell dell Instrument Wet Lab, Building 17
F10-S55-RACK1-SW1 Forcel0 S55 172.18.1.2 dell dell Rack 1 - U39
F10-S55-RACK4-SW1 Forcel0 S55 172.18.1.3 dell dell Rack 4 — U39
F10-S55-RACK4-SW2 Forcel0 S55 172.18.1.4 dell dell Rack 4 — U40
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F10-S4810-RACK2-

Forcel0 S4810

172.18.1.6

SW1/Sw2

dell

dell

Rack 2 — U41 & Rack 3 - U25

3.8 Customer LAN System Access

The following systems can be accessed from the KACST LAN:

Server FQDN

Description

IP Address

Username

Password

Location

monserver.internal. KACST.edu.sa

Monitoring
server

root

10n@dm!n

Rack 1 U38

protontsO1.internal. KACST.edu.sa

Primary
analysis cluster
head node

ionadmin

10n@dm!n

Rack 1 U13

tanhnO1l.internal. KACST.edu.sa

Tertiary
analysis cluster
head node

root

Dellsvcsl

Rack 4 U25

tanhn02.internal. KACST.edu.sa

Tertiary
analysis cluster
head node -
backup

root

Dellsvcsl

Rack 4 U24

fsOl.nfs.internal. KACST.edu.sa

Storage access
server:
SSH/NFS/FTP

root

DDNSolutions4U

Rack 2 U38
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3.9 Port Assignments
This section shows the port assignments used in the switches throughout the system.

3.9.1 Device Name: F10-S55-RACK1-SW1

Device Name: Device Type: Management IP:

48x1GE + 4 X 10GE uplinks

25‘27‘2

3 5 7 9 1 13 15 17 19 21 23 9 3 33 35 37 39 # 43 45 47
2 4 6 8 0 12 14 16 18 20 22 24 26 8 30 32 ‘ 34 36 38 40 42 44 46

Port Link Info

. Uplink ports to F10-S4810-RACK2-SW1 Ports 8-11

P1 | VLAN 200 DATA 172.19.0.0/16

P2 | VLAN 100 MGMT NET 172.18.0.0/16

3.9.2 Device Name: F10-S55-LAB-SW1

Device Name: Device Type: Management IP:

48x1GE + 4 X 10GE uplinks

Port Link Info

Uplink ports to F10-S4810-RACK2-SW1 Ports 0-1

P1 | VLAN 200 DATA 172.19.0.0/16
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3.9.3 Device Name: F10-S4810-RACK2-SW1

Device Name: Device Type: Management IP:

48x10GE uplinks

15 17 ‘ 19 2 25 ‘ 27 29 3

1 23
0 22 24 26 2

8 3

1 (K]
10 12

1 33 3% 37 39 4 43 45
0 32 34 36 38 40 42 44

14 16 18 2

Port Link Info

Uplink ports to F10-S55-RACK1-SW1 Ports 44-47

Uplink ports to F10-S55-LAB-SW1 Ports 44-45

P1 | VLAN 200 DATA 172.19.0.0/16

P2 | VLAN 100 MGMT NET 172.18.0.0/16

P3 | VLAN 300 GPFS/Bright MGMT NET 172.20.0.0/16

Need MTU 9000 Jumbo frames enabled globally

3.10 Private IP Addresses

The following table shows the private IP addresses that are associated with each component in the system.

The names shown in this table appear on the stickers that are placed on the units.

GPFS/Bright ~ GPFS/Bright

Location ~ Component DATA1GE  Data - 10GE 1GE 10GE 1GE 10GE  Customer IP
Lab F10-S55-LAB-SW1 Force 10S55 172.18.15

Rack 1 F10-S55-RACK1-SW1 Force 10S55 172.18.1.2

Rack4 | F10-S55-RACK4-SW1 Force 10S55 172.18.1.3

Rack4 | F10-S55-RACK4-SW2 Force 10S55 172.18.1.4

Rack2 | E% S8 ORACKS 2 poreet? 172.18.16 2
Lab Proton_01.local Instrument 1 172.19.1.11 1
Lab Proton_02.local Instrument 2 172.19.1.12 1
Lab Proton_03.local Instrument 3 172.19.1.13 1
Lab Proton_04.local Instrument 4 172.19.1.14 1
Lab Proton_05.local Instrument 5 172.19.1.15 1
Lab Proton_06.local Instrument 6 172.19.1.16 1
Lab Proton_07.local Instrument 7 17219117 1
Lab Proton_08.local Instrument 8 172.19.1.18 1
Rack 1 monserver.local Dell R320 172.18.1.50 1
Rack 1 monserver-idrac.local Dell R320 172.18.1.51 1
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Rack 1 monserver-data.local Dell R320 172.19.1.50

Rack1 | Monsenerinemalifshic. | peygazg 10.247.6.4
Rack 1 kvm-rack1.local Dell 2162DS 172.18.1.10

Rack 1 rack1-ch1-cmc1.local Dell m1000e 172.18.1.11

Rack 1

Rack 1 rack1-pdu1.local APC AP8953 172.18.1.13

Rack 1 rack1-pdu2.local APC AP8953 172.18.1.14

Rack 1 rack1-pdu3.local APC AP8953 172.18.1.15

Rack 1 rack1-pdu4.local APC AP8953 172.18.1.16

Rack 1 rack1-pdub.local APC AP8953 17218117

Rack 1 rack1-pdué6.local APC AP8953 172.18.1.18

Rack 1 protonts01.local Dell R420 172.18.1.52

Rack 1 protonts01-idrac.local Dell R420 172.18.1.53

Rack 1 protonts01-data.local Dell R420 172.19.1.51 1
Rack 1 | ProonSOTmemalifshie. | pgy rygg 1024765
Rack 1 protonts02.local Dell R420 172.18.1.54

Rack 1 protonts02-idrac.local Dell R420 172.18.1.55

Rack 1 protonts02-data.local Dell R420 172.19.1.52 1
Rack1 | PIIONISO2nemalisiie. | ey pagg 10.247.66
Rack 1 pcn01.local Dell M420 172.19.1.53

Rack 1 pcn02.local Dell M420 172.19.1.54

Rack 1 pcn03.local Dell M420 172.19.1.55

Rack 1 pcn04.local Dell M420 172.19.1.56

Rack 1 pcn05.local Dell M420 172.19.1.57

Rack 1 pcn06.local Dell M420 172.19.1.58

Rack 1 pcn07.local Dell M420 172.19.1.59

Rack 1 pcn08.local Dell M420 172.19.1.60

Rack 1 pcn09.local Dell M420 172.19.1.61

Rack 1 pcn10.local Dell M420 172.19.1.62

Rack 1 pcni1.local Dell M420 172.19.1.63

Rack 1 pcni2.local Dell M420 172.19.1.64

Rack 1 pcni3.local Dell M420 172.19.1.65

Rack 1 pcni4.local Dell M420 172.19.1.66

Rack 1 pcni5.local Dell M420 172.19.1.67

Rack 1 pcn16.local Dell M420 172.19.1.68

Rack2 | fsO1.local Dell R720 172.18.1.56

Rack 2 fs01-idrac.local Dell R720 172.18.1.57

Rack2 | fs02.local Dell R720 172.18.1.58

Rack 2 fs02-idrac.local Dell R720 172.18.1.59
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Rack2 | fs03.local Dell R720 172.18.1.60

Rack2 | fs03-idrac.local Dell R720 172.18.1.61

Rack2 | fsO4.local Dell R720 172.18.1.62

Rack 2 fs04-idrac.local Dell R720 172.18.1.63

Rack 2 ddnmonserver.local Dell R610 172.18.1.64

Rack 2 ddnmonserver-idrac.local | Dell R610 172.18.1.65

Rack 2 ddn-cont01.local DDN SFA12K40 | 172.18.1.66

Rack 4 kvm-rack4.local Dell 2162DS 172.18.1.67

Rack 3 ddn-cont02.local DDN SFA12K40 | 172.18.1.68

Rack 4 rack4-ch1-cmc1.local Dell m1000e 172.18.1.69

Rack 4 rack4-ch1-cmc2.local Dell m1000e 172.18.1.70

Rack 4 rack4-ch2-cmc1.local Dell m1000e 172.18.1.71

Rack 4 rack4-ch2-cmc2.local Dell m1000e 172.18.1.72

Rack4 | limsdb01.local Dell R420 172.18.1.77

Rack4 | limsdb01-idrac.local Dell R420 172.18.1.78

Rack4 | limsdb01-data.local Dell R420 172.19.1.69 1

Rack4 | 10001 nEmalkisiee | ey pegg 1024767
Rack 4 limsapp01.local Dell R420 172.18.1.79

Rack 4 limsapp01-idrac.local Dell R420 172.18.1.80

Rack 4 limsapp01-data.local Dell R420 172.19.1.70 1

Rack4 | [1oaPPOTMEMALIEIE. | oy pygg 10.247.68
Rack 4 limsjbod-mgmt01.local Dell MD3220 172.18.1.81

Rack 4 limsjbod-mgmt02.local Dell MD3220 172.18.1.82

Rack4 | tanhn01.local Dell R420 172.18.1.83

Rack 4 tanhn01-idrac.local Dell R420 172.18.1.84

Rack4 | tanhn01-data.local Dell R420 172.19.1.71 1

Rack 4 tanhn01-gpfs.local Dell R420 172.20.1.71,73 1

Rackq | (20MNOTINEMaLiGETeed | gy pegg 10.247.69
Rack4 | tanhn02.local Dell R420 172.18.1.85

Rack 4 tanhn02-idrac.local Dell R420 172.18.1.86

Rack4 | tanhn02-data.local Dell R420 172.19.1.72 1

Rack 4 tanhn02-gpfs.local Dell R420 172.20.1.72 1

Rackq | 20NOZnIemalifsieed | o pygg 10.247.6.10
Rack 4 tancn01-gpfs.local Dell M420 172.18.1.120 172.20.1.73

Rack 4 tancn02-gpfs.local Dell M420 172.18.1.121 172.20.1.74

Rack 4 tancn03-gpfs.local Dell M420 172.18.1.122 172.20.1.75

Rack 4 tancn04-gpfs.local Dell M420 172.18.1.123 172.20.1.76

Rack 4 tancn05-gpfs.local Dell M420 172.18.1.124 172.20.1.77

Rack 4 tancn06-gpfs.local Dell M420 172.18.1.125 172.20.1.78
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Rack 4 tancn07-gpfs.local Dell M420 172.18.1.126 172.20.1.79
Rack 4 tancn08-gpfs.local Dell M420 172.18.1.127 172.20.1.80
Rack 4 tancn09-gpfs.local Dell M420 172.18.1.128 172.20.1.81
Rack 4 tancn10-gpfs.local Dell M420 172.18.1.129 172.20.1.82
Rack 4 tancn11-gpfs.local Dell M420 172.18.1.130 172.20.1.83
Rack 4 tancn12-gpfs.local Dell M420 172.18.1.131 172.20.1.84
Rack 4 tancn13-gpfs.local Dell M420 172.18.1.132 172.20.1.85
Rack 4 tancn14-gpfs.local Dell M420 172.18.1.133 172.20.1.86
Rack 4 tancn15-gpfs.local Dell M420 172.18.1.134 172.20.1.87
Rack 4 tancn16-gpfs.local Dell M420 172.18.1.135 172.20.1.88
Rack 4 tancn17-gpfs.local Dell M420 172.18.1.136 172.20.1.89
Rack 4 tancn18-gpfs.local Dell M420 172.18.1.137 172.20.1.90
Rack 4 tancn19-gpfs.local Dell M420 172.18.1.138 172.20.1.91
Rack 4 tancn20-gpfs.local Dell M420 172.18.1.139 172.20.1.92
Rack 4 tancn21-gpfs.local Dell M420 172.18.1.140 172.20.1.93
Rack 4 tancn22-gpfs.local Dell M420 172.18.1.141 172.20.1.94
Rack 4 tancn23-gpfs.local Dell M420 172.18.1.142 172.20.1.95
Rack 4 tancn24-gpfs.local Dell M420 172.18.1.143 172.20.1.96
Rack 4 tancn25-gpfs.local Dell M420 172.18.1.144 172.20.1.97
Rack 4 tancn26-gpfs.local Dell M420 172.18.1.145 172.20.1.98
Rack 4 tancn27-gpfs.local Dell M420 172.18.1.146 172.20.1.99
Rack 4 tancn28-gpfs.local Dell M420 172.18.1.147 172.20.1.100
Rack 4 tancn29-gpfs.local Dell M420 172.18.1.148 172.20.1.101
Rack4 | tancn30-gpfs.local Dell M420 172.18.1.149 172.20.1.102
Rack 4 tancn31-gpfs.local Dell M420 172.18.1.150 172.20.1.103
Rack 4 tancn32-gpfs.local Dell M420 172.18.1.151 172.20.1.104
Rack 4 tancn33-gpfs.local Dell M420 172.18.1.152 172.20.1.105
Rack 4 tancn34-gpfs.local Dell M420 172.18.1.153 172.20.1.106
Rack 4 tancn35-gpfs.local Dell M420 172.18.1.154 172.20.1.107
Rack4 | tancn36-gpfs.local Dell M420 172.18.1.155 172.20.1.108
Rack 4 rackd-pdu1.local APC AP8953 172.18.1.86

Rack 4 rackd-pdu2.local APC AP8953 172.18.1.87

Rack 4 rack4-pdu3.local APC AP8953 172.18.1.88

Rack 4 rackd-pdu4.local APC AP8953 172.18.1.89

Rack 4 rack4-pdub.local APC AP8953 172.18.1.90

Rack 4 rack4-pdus.local APC AP8953 172.18.1.91

Rack 3 rack3-pdu.local APC AP8953 172.18.1.92

Rack 3 rack3-pdu2.local APC AP8953 172.18.1.93

Rack 3 rack3-pdu3.local APC AP8953 172.18.1.94

Rack 3 rack3-pdud.local APC AP8953 172.18.1.95
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Rack2 | racke-pdut.local APC AP8953 172.18.1.96 1
Rack2 | rack2-pdu2.local APC AP8953 172.18.1.97 1
Rack2 | rack2-pdu3.local APC AP8953 172.18.1.98 1
Rack2 | rack2-pdud.local APC AP8953 172.18.1.99 1
EgngZQ Ls.(;;.nfs.internal.kfshrc.ed Dell R720 10.247.6.42
Rack? | ts01-nfs-02loca Dell R720 172.19.4.73 1
Sack e | ts01-gpis0t.ocal Dell R720 17220.1.109 !
Eggkfg f501-gpfs-02.Jocal Dell R720 172.20.1.110 1
Rack2 | fs02-nfs-01ocal Dell R720 172.19.1.74 1
Rack2 | fs02-ftp-02.local Dell R720 172.19.1.75 1
Rack2 | fs02-gpfs-01.local Dell R720 172201111 1
Rack2 | fs02-gpfs-02.local Dell R720 172201112 1
Rack2 | fs03-nfs-01.ocal Dell R720 172.19.1.76 1
Rack2 | fs03-ftp-02.local Dell R720 17219177 1
Rack2 | fs03-gpfs-01.local Dell R720 172.201.113 1
Rack2 | fs03-gpfs-02.local Dell R720 172201114 1
Rack2 | fs04-nfs-01.local Dell R720 - 172.19.1.78 1
Rack2 | fs04-nfs-02local Dell R720 172.19.1.79 1
Rack2 | fs04-gpfs-01local Dell R720 172.201.115 1
Rack2 | fs04-gpfs-02.local Dell R720 172.201.116 1
DDN-cnfsRR01.local nfs round robin 172.19.1.73,4,6,8,9 0
DDN-ftpRRO01.local ftp round robin 172.19.1.75,7 0
18| 23

3.11 Customer IP Addresses

The following table shows the customer IP addresses used by the system:

IP Range
Subnet Mask
Default Gateway
DNS Servers
Wins

DNS Suffix

NTP Servers
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VLAN ID

VLAN Name

Switches Models

10 G SFP Type

Port Numbers =

Note

3.12 DDN IP Addresses

For DDN IP addresses, see DDN Information.
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4 Monitoring Server

4.1 Overview

The Monitoring Server resides in Rack 1. It runs Linux version CentOS 6.2 and hosts applications that provide the
following functionality:

Nagios — System health monitoring and error reporting. Nagios reports errors detected on components in Racks 1-4.

Ganglias — System performance metrics for the Torrent Suite servers in Rack 1. Ganglia provides metrics for memory
usage, CPU utilization, and so forth.

Axedas — Remote connectivity for troubleshooting access and remote error reporting. The Axeda client connects to a
Life Technologies server and creates a bridge for remote access to the customer environment.

VNC servers — Provides remote desktop access. The VNC server works in conjunction with Axeda to provide a GUI
desktop access environment.

DNS servers — DNS services for cluster components.

NTP servers — NTP services for cluster components.

4.2 Physical Design

4.2.1 Server Components

Iltem Model Description Quantity Notes
Chassis Dell R320 — 12G | 1U server 1 Located in Rack 1
CPU Intel Xeon E5- 1.90GHz 1
2420
Memory 12GB 1333 MHz RDIMMs 1
Hard Drive 100GB SSD 2 RAID 1 configuration
Optical DVD+/-RW 1
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4.2.2 Network Cabling

The following illustration shows the network cabling for the Monitoring Server:

Rack 1 - Monitoring Server

1GE Data Network 1GE Management Network

1GE Customer Network
KVM

u Ll
] mle [
The following table shows the IP Information for the Monitoring Server:
Item FQDN IP Notes
Private monserver.local 172.18.1.50 Configured on em1
management
iDRAC monserver-idrac.local 172.18.1.51 Low level troubleshooting. If the

operating is frozen or disabled, this
connection allows access to the BIOS
and other low level functions.

Data monserver-data.local 172.19.1.50 Configured on pci2-ifcfgl
Customer access | monserver.internal. KACST.edu.sa | 10.247.6.4 Used to access system from KACST
(LAN) LAN. Configured on em2

4.3 Server Functionality

4.3.1 Server Authentication/Access

Username Password

root 10n@dmin
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4.3.2 Operating System

Kernel Version

OS Version

CentOS 6.2 2.6.32-358.2.1.el6.x86_64

(Uname —-r)

4.3.3 Web Interfaces

Authentication

Description

Administration

None for general access
ionadmin /10n@dm!n
for document access

Access system
documentation and links
to Ganglia, Nagios and
other resources.

Ganglia http:// ganglia None Access performance
monitoring dashboard.
Nagios http:// /nagios nagiosadmin / ionadmin | Access system health

monitoring dashboard.

4.3.4 Server Management

ltem Install locations Start Stop Restart
DNS Server Executable: /usr/sbin/named Service Service Service named restart
View BIND Configuration: named named Service named reload
documentation /var/named/chroot/etc/named.conf start stop
Zone files:
/var/named/chroot/var/named/local.zone
Reverse lookup file
NTP Server Executable: /etc/rc.d/init.d/ntpd start Service Service Service ntpd restart or
View NTP Configuration: ntpd start ntpd stop | Service ntpd reload
documentation Jetc/ntp.conf
Nagios Server | Executable: /apps/nagios/bin/nagios Service Service service nagios reload
Configuration: /apps/nagios/etc/nagios.cfg nagios start 23} 9108
Objects cfg files: /apps/nagios/etc/objects/ P
Ganglia Executables: /usr/sbhin/gmetad & Service Service Service gmond restart or
Server Jusr/sbin/gmond gmond gmond reload
. . . start stop Service gmetad restart
/(;(tncr}ﬁgl:]ra}it;ojnﬁfg:;/gigg?a/gmond.conf & Service Service or reload
ganglia’g ' gmetad gmetad
start stop
Axeda Executable: /apps/nagios/var/EKernel letc/init.d/a | /etc/init.d | /etc/init.d/axeda-
xeda- /axeda-
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connector
start

connecto
r stop

connector restart

VNC Server

Executable: /usr/bin/vncserver Log onto
server
using SSH.
Launch
command:
vncserver
Record
display ID.
Use VNC
client with
(serverlP):
displayID.
Password:
ionadmin

vncserve
r -kill

‘(display
number)

Stop / start

4.3.5 Installed Applications

Run the following command to view a list of installed applications: “rpm —qa”

For convenience, the output of this command is listed in the following file: Additional Documentation\Installed

Applications.rtf

4.3.6 Log files

ltem Log file location
DNS Server Ivar/log/messages

NTP Server Ivar/log/messages

Nagios Server

/apps/nagios/var/nagios.log

Ganglia Server

Ivar/log/messages

Axeda Server

/apps/nagios/var/EKernel.log

VNC Server

/root/.vnc/monserver.local:(display ID)

4.4 Procedures

4.4.1 Common Procedures

4.4.1.1 To Update Time with NTP Source

[root@monserver ~]# service ntpd stop
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Shutting down ntpd: [ OK ]
[root@monserver ~]# ntpdate pool.ntp.org

3 Jun 10:59:49 ntpdate[19247]: adjust time server 38.101.77.21 offset -0.032114 sec
[root@monserver ~]# service ntpd start
Starting ntpd: [ OK ]
4.4.1.2 To Check if NTP I is Synchronizing

[root@monserver ~]# ntpg —-pn

Verify that the “remote” server is identified and check that the values are within the acceptable range.

4.4.2 Hardware/Software Update Procedures

Hardware and software update procedures will be performed by Life Technologies support group.
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4.4.3 Troubleshooting Procedures
1. Unable to SSH into system:
a. Check ability to SSH into other systems in the cluster (a network issue)
b. Access the system’s iDRAC interface through the Web Ul
(1) Attempt to launch the system console though the iDRAC interface
(2) Troubleshoot through the method above
(3) If the OS is unresponsive, use the iDRAC interface power control to hard reboot the system
c. You can also access the system console through the KVM switch if data center access is available
2. Data access related issues:
a. Check for stale NFS mounts:
(1) Attempt umount / mount if stale, attempt to force umount if necessary
(2) Reboot system is required to restore mounts correctly
b. Verify that other systems can reach the NFS export in question (potential DDN storage issue)
3. Application issues:
a. Verify system access through SSH
b. Verify other web interfaces are running on the system

c. Restart the application according to procedures listed in Server Management

d. Contact support if the above has no effect
4. Hardware issues:
a. ldentify nature of failure from either the Nagios web interface or physical system inspection
b. Verify basic hardware elements for amber lights
(1) Hard drives — Attempt to reseat a drive that is showing an amber light

(2) Power supplies — Make sure the power cable is firmly connected to both the power supply and the PDU
socket

c. Contact technical support to arrange for field replacement if required
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4.4.4 Disaster Recovery Procedures

4.4.4.1 To Reimage the Monitoring Server

To reimage the Monitoring Server with the original software configuration:

1. Connect the Clonezilla live USB hard drive to an available USB port on the Monitoring Server.
2. Reboot system and press F11 during the BIOS post message.

3. Select Hard Drive - Front USB on the BIOS Boot Manager screen:

BIOS Boot Manager
* Normal
#* USB Floppy (N-/R)
» USB CD-ROM (N-/A)

* Integ * Integrated RAID (Bus 04 Dev O0Q)PCI RAID Adapter

Use Up~Do

Use Enter to select highlighted item. Use Esc to continue normal boot.

4. Accept keyboard and all other defaults until Mode selection.

5. Select “Clonezilla Live”. The following appears:

clonezilla.org, clonezille.nchelorg ety

Clonezilla live (Default snttiggs. UGA 800x600 )

Other wmodes of Clonezille Live ’
Local operating systes iafharddeive CIF avallablie)
Hewmtest & FreebDS >

Hetwork boot via iPME

6. Select the desired language:

| Choose language |
Which language do you prefer:

de_DE.UTF-B German | Deutsch

[~

es_ES.UTF-B Spanish | Espafol

fr_FR.UTF-8 French | Francais
it_IT.UTF-8 Italian | Italiano
ia JP.UTF-8 Japanese | AXIE

45



Saudi Genome Project System Administrator Guide 1
technologies™

7. Select “Don’t touch keymap”:

8. Select “Start_Conezilla™

9. Select “Device-image” mode:

10. Select “local_dev’:
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11. Select external USB drive as the image source:

12. Select the root (/) USB directory as the root:

13. Select “Beginner mode”:
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14. Select “restoredisk”:

15. Select the image to restore. For the Monitoring Server, the image is: monserver(Latest Date)-img.
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16. Choose local hard drive as the target:

{ Clonezllla - UPensSOurce L1one SYSTEem (ULS) | MOUe: restoreglsk |
Choose the target disk(s) to be overwritten (ALL DATA ON THE ENTIRE DISK WILL BE LOST AND
REPLACED! )

The disk name is the device name in GNU/Linux. The first disk in the system is "hda" or "sda",
the 2nd disk is "hdb" or "sdb"... Press space key to merk your selection. An asterisk (%) will
be shown when the selection is done:

<0k> {Cancel>

17. Confirm imaging request (two times):

WARNING! || WARNING!!! WARNING!
WARNING! THE EXISTING DATA IN THIS HARDDISK/PARTITION(S) WILL BE OVERWRITTEN! ALL EXISTING DATA WILI
BE LOST:
R R ACEACEASAICIAASA A A A A } KRR ERR ek sk sk

Machine: Powe Md

da (1939GE H3 SCSi-3624bafdOffCBdf0018774243158813785

dal (191GEB_&xtd4(Ir J-_Hw _H310 ) _scsi=-3624betdOof foadf 0018774243 168813785

FEEEEVERERACE 0010000 oot oe s FEFEER R ORIk,
10U sSure (1% g LS 2

17. Allow process to complete.
18. Select the option to reboot system (Option 1).

19. Follow configuration steps below node reference table

49



Saudi Genome Project System Administrator Guide

4
technologies™

5 Primary Compute Cluster

5.1 Overview

The Primary Compute Cluster server resides in Rack 1 and runs Linux version Ubuntu 10.04 and hosts a number of
applications to provide the following functionality:

1. Torrent Suite — Primary analysis software for lon Torrent sequencer instruments

2. Grid Engine — Job scheduling and resource manager to distribute workload across the compute cluster
3. Apache Web Server — Provides the web based User Interface for Torrent Suite software
4

Nagios — System health monitoring and error reporting. Reports errors from various components in Racks 1-4, e.g.
system down, hard drive full, etc.

5. Ganglia — System performance metrics for the Torrent Suite servers in Rack 1, e.g. memory useage, CPU utilization,
etc.

6. Axeda — Remote connectivity for troubleshooting access and remote error reporting. This client connects to a Life
Technologies server that creates a bridge for remote access to the customer environment.

7. VNC server — For desktop remote access. This server works in conjunction with Axeda to provide a GUI desktop
access environment.

8. DNS server — DNS services for cluster components.

9. NTP server — NTP services for cluster components

5.2 Physical Design

5.2.1 Head Node Components

Item Model Description Quantity  Notes
Chassis DellR420 - 12G  1U server 1 Located in Rack 1
CPU Intel Xeon E5- 2.30GHz 1

2470
Memory 48GB 1333 MHz RDIMMs 1
Hard Drive 300GB SSD 4 Raid 5 configuration
Optical DVD+/-RW 1
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5.2.2 Network Cabling

Rack 1 - Head Nodes 01, 02

10GE Data Network KVM 1GE Customer Network 1GE Management Network

...HI

"'JJ
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1GE Data
1GE Management Network

5.2.3 Compute Node Components

4
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Item Model Description Quantity  Notes

Chassis Dell PowerEdge 1U server 1 Located in Rack 1
M420 - 12G

CPU Intel Xeon E5- 2.30GHz 1
2470

Memory 96GB 1333 MHz RDIMMs 1

Hard Drive 300GB SSD 2 Raid 0 configuration
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Optical None

5.2.4 IP Information — Head Node

Iltem FQDN IP Notes
Private mgmt protonts01.local 172.18.1.52 Configured on ethO
iDRAC protontsO1-idrac.local 172.18.1.53 Low level troubleshooting. In case

operating is frozen or disabled, this
connection allows access to the BIOS
and other low level functions.

Data protonts01.local 172.18.1.51 Configured on ethl

Customer access (LAN) None

5.2.5 Ifconfig Printout

Please see additional documents folder.

5.3 Server Functionality

5.3.1 Server Authentication/Access

Username Password

ionadmin ionadmin

5.3.2 Operating System

OS Version Kernel Version
Ubuntu 10.04 2.6.32-38-server
(Uname —r)

5.3.3 Web Interfaces

Authentication Description
Administration http:// / None for general access Access system

ionadmin / 10n@dm!n documentation and links

for document access to ganglia, nagios and

other resources.

Ganglia http:// /ganglia None Access performance
monitoring dashboard
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Nagios http:// Inagios Nagiosadmin /ionadmin  Access system health

monitoring dashboard

5.3.4 Server Management

Item Install locations Start Stop Restart
SGE Master Executable: Service gridengine-  Service gridengine-  Service gridengine-
/etc/init.d/gridengine  master start master stop master restart
-master Service gridengine-
master reload
SGE Exec Executable: Service gridengine-  Service gridengine-  Service gridengine-
letc/init.d/gridengine  exec start exec stop exec restart or
-exec start Service gridengine-
exec reload
Torrent Server Executable: Service ionCrawler Service ionCrawler
Daemons /etc/init.d/ionCrawler  start stop
Service Service
. ionJobServer start ionJobServer stop
Executable:
/etc/init.d/ionJobSer  Service ionPlugin Service ionPlugin
ver nagios start nagios stop
Executable:
/etc/init.d/ionPlugin
Web Server Executables: Service apache2 Service apache2 Service apache2
/etc/init.d/apache2 start stop restart
Axeda Executable: /etc/init.d/RSM_Lau  /etc/init.d/RSM_Lau /etc/init.d/RSM_Lau
/etc/init.d/RSM_Lau  nch start nch stop nch restart
nch
VNC Server Executable: Log onto server vncserver -Kill Stop / start
/usr/bin/vncserver using SSH, launch :(display number)
command:
vncserver
Record display ID,
use VNC client with
(serverlP):displaylD
, password:
ionadmin
Tomcat Executable: Service tomcat6 Service tomcat6 Service tomcat6
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/etc/init.d/tomcat6 start stop restart

Postgresq| Executable : service postgresql- service postgresql- service postgresql-
/etc/init.d/postgresql 8.4 start 8.4 stop 8.4 restart
-8.4

RabbitMQ Executable : Service rabbitmg- Service rabbitmg- Service rabbitmg-
/etc/init.d/rabbitmg-  server start server stop server restart
server

5.3.5 Installed Applications
Run the following command to view a list of installed applications: “rpm —qa”

For convenience, the output of this command is listed in the following file: Additional Documentation\Installed
Applications.rtf

5.3.6 Log files

Item Log file location
Torrent Suite Ivar/log/ion/
Apache Web Server Ivar/log/apache2/
RabbitMQ Server Ivar/log/rabbitmq
Tomcat Server Ivar/log/tomcat6
Postgres Ivar/log/postgresql

5.4 Procedures

5.4.1 Common Procedures
5.4.1.1 Updating time with NTP Source

5.4.1.2 To Update Time with NTP Source

[root@monserver ~]# service ntpd stop
Shutting down ntpd: [ OK ]
[root@monserver ~]# ntpdate pool.ntp.org

3 Jun 10:59:49 ntpdate[19247]: adjust time server 38.101.77.21 offset -0.032114 sec
[root@monserver ~]# service ntpd start

Starting ntpd: [ OK ]
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5.4.1.3 To Check if NTP I is Synchronizing

[root@monserver ~]# ntpg —-pn

remote refid st t when poll reach delay offset Jjitter

*10.10.28.36 128.252.19.1 2 u 538 1024 377 75.610 -1.837 0.290

5.4.2 Hardware/Software Update Procedures

Hardware and software update procedures will be performed by Life Technologies..
5.4.3 Troubleshooting Procedures

5.4.4 Disaster Recovery Procedures

5.4.4.1 To Reimage the Primary Analysis Head Nodes or Compute Nodes

To reimage the Primary Analysis head nodes or compute nodes with the original software configurations:
1. Connect the Clonezilla live USB hard drive to an available USB port on the Monitoring Server.

2. Reboot system and press F11 during the BIOS post message.

3. Select Hard Drive - Front USB on the BIOS Boot Manager screen:

BIOS Boot Manager
* Normal
* USB Floppy (N-sR)
» USB CD-ROM (N-/A)

= Integ * Integrated RAID (Bus 04 Dev OQ)PCI RAID Adapter

Use Up~Do
Use Enter to select highlighted item. Use Esc to continue normal boot.

4. Accept keyboard and all other defaults until Mode selection.

5. Select “Clonezilla Live”. The following appears:

clonezilla.oryg, cluutzillh.nmhc.org.tu

Clonezilla live (Default settingss UGA 800x600)

Uther wmodes of Clonezilla Live ’
Local operating systes Lol harddeive CiF avallablie)
Henmtest & FreedlS ’

Hetwork boot via iPME
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6. Select the desired language:

7. Select “Don’t touch keymap”:

8. Select “Start_Conezilla™

9. Select “Device-image” mode:
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10. Select “local_dev”:

11. Select external USB drive as the image source:

12. Select the root (/) USB directory as the root:

13. Select “Beginner mode”:
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14. Select “restoredisk”:

15. Select the image to restore, as shown in the screen below.
The correct images are:
o Head Node: ProtonTS01-(Latest Date)-Final

o Backup Head Node: ProtonTS01-(Latest Date)-Final
o Compute Node: PCNO1--(Latest Date)-Final
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16. Choose local hard drive as the target:

{ Clonezllla - UPensSOurce L1one SYSTEem (ULS) | MOUe: restoreglsk |
Choose the target disk(s) to be overwritten (ALL DATA ON THE ENTIRE DISK WILL BE LOST AND
REPLACED! )

The disk name is the device name in GNU/Linux. The first disk in the system is "hda" or "sda",
the 2nd disk is "hdb" or "sdb"... Press space key to merk your selection. An asterisk (%) will
be shown when the selection is done:

<0k> {Cancel>

17. Confirm imaging request (two times):

WARNING! || WARNING!!! WARNING!
WARNING! THE EXISTING DATA IN THIS HARDDISK/PARTITION(S) WILL BE OVERWRITTEN! ALL EXISTING DATA WILI
BE LOST:
R R ACEACEASAICIAASA A A A A } KRR ERR ek sk sk

Machine: Powe Md

da (1939GE H3 SCSi-3624bafdOffCBdf0018774243158813785

dal (191GEB_&xtd4(Ir J-_Hw _H310 ) _scsi=-3624betdOof foadf 0018774243 168813785

FEEEEVERERACE 0010000 oot oe s FEFEER R ORIk,
10U sSure (1% g LS 2

18. Allow process to complete.
19. Select the option to reboot system (Option 1).

20. Follow configuration steps below node reference table
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6 Tertiary Compute Cluster

6.1 Overview

6.2 Physical Design
6.2.1 Server Equipment Vendors and Models
6.2.2 Chassis Equipment Vendors and Models

6.2.3 Cabling Diagrams

Rack 4 - LIMS App Server

1GE Data Network KVM 1GE Customer Netwaork 1GE Management Network

o “alw |

L L
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Rack 4 - LIMS Databse Server and Storage

1GE Data Network SAS Cables KVIM 1GE Customer Network 1GE Management Network

111111

Rack 4 - Head Nodes 01, 02

10GE Data Network KVIM 1GE Customer Network 1GE Management Network
10GE GPFS Network

ellnss ‘AN EEEEEEEEN 2° EEEEEEEE N
: — ==IIIIIIIIIII=
- =0 C . =s ® 0 guun. |n ~
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Rack 4 - Compute Nodes

1GE GPFS Network
1GE Management Network
KVM

i B
=4
S
g
-
-
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- > — -
» - > - - - » - - -
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6.2.4 Workflow Diagram

6.3 Server Functionality
6.3.1 Server Authentication/Access

6.3.2 Functional Components
6.3.2.1 Scheduling Engine
6.3.2.2 Web Interfaces

6.3.2.3 Client Management

6.4 Server Procedures

6.4.1 Common Procedures

6.4.2 Hardware/Software Update Procedures

6.4.3 Troubleshooting Procedures

6.4.4 Log Identification and Procurement Procedures

6.4.5 Disaster Recovery Procedures
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6.5 Compute Node Functionality
6.5.1 Compute Node Authentication/Access

6.5.2 Functional Components
6.5.2.1 Scheduling Engine

6.5.2.2 Client Management

6.6 Compute Node Procedures

6.6.1 Common Procedures

6.6.2 Hardware/Software Update Procedures

6.6.3 Troubleshooting Procedures

6.6.4 Log Identification and Procurement Procedures

6.6.5 Disaster Recovery Procedures
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7.1 Overview

7.2 Physical Design
7.2.1 File Server Vendors and Models

7.2.2 Controller Vendors and Models
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7.2.3 Cabling Diagrams

The following diagram shows the cabling connections for File Serverl:

Rack 2 - File Server 01

10GE Data Network

10GE GPFS Network 10GE Customer Network

RAID Controller KVM 1GE Management Network

A i |
i e F11Y T D H IH‘I I . L ) B |L

)

The following diagram shows the cabling connections for File Servers 2, 3 and 4:

Rack 2 - File Servers 02, 03, 04

10GE Data Network

10GE GPFS Network

RAID Controller KVM 1GE Management Network

-~ ea] \l
||5l5" T AL‘H}Q"
IR R T -n\,-v

3 4

=p =g sp
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The following diagram shows the cabling connections for the RAID controllers in Racks 2 and 3::

Racks 2,3 - RAID Controller

1 RAID Controller Connections to File Servers and Disk Enclosures 1

1GE Management Network

The data network handles non-GPFS data traffic, for NFS and FTP clients.

7.2.4 Workflow Diagram

7.3 Functionality

7.3.1 Authentication/Access

7.3.2 RAID Set
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7.3.3 File system

The General Parallel File System (GPFS) is a high-performance clustered file system.

OS Support:
oS Supports GPFS | Description
Red Hat Enterprise Linux Y Runs on Rack 4 and supports tertiary analysis.
Ubuntu Linux N Runs on Rack 1 and supports primary analysis.

GPFS File systems:

File system Pools NSDs Capacity

e 1 SAS (system) pool e 5 NSDs created from SFA e Useable capacity is 652
with mixed data and RAID6 8+2 SAS pools terabytes
metadata

e 29 NSDs created from SFA | ¢ 256,000,000 inodes
e 1 SATA (sata) pool RAID6 8+2 SATA pools maximum

which contains data only « 128,000,000 inodes pre-
allocated.

gsl

7.3.4 Directory Structure

Mount points:

Mount Points: Description

/gsl/ion-data on /ion-data Contains raw data from instruments.

/gsl/ion-analysis on /results Contains analysis output and report data

/gsl/images Contains selective systems’ images for recovery purposes.

7.4 DDN Information

The following table provides the IP addresses assigned to each of the file system servers. Note that there are a number of
IP addresses per system. This is because each system contains multiple network cards with different purposes. For
example, FS1 is both an NFS server and GPFS server, as well as a KACST LAN access point.

In this table, four file system servers are shown: fs01, fs02, fs03, and fs04. These are the four file system servers in Rack
2. Each server has multiple network cards.

The model number is in the second column. The management IP address is in the third column.

The “Data -10GE” and “GPFS/Bright 10 GE” columns shows the servers and what IP address ranges are connected to
what services.

Mount points are equivalent to what is found under etc/fstab.
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Round robin points are designated as follows: 172.19.1.73,4,6,8,9. This indicates that round robin access is provided

across 172.19.1.73,172.19.1.74, 172.19.1.76, 172.19.1.78, and 172.19.1.79. For example, DDN-cnfsRRO01.local uses
round robin to provide NFS access to those IP addresses. By, looking at other entries in the table, e.g. for 172.19.1.79,
you can see that fs04-nfs-02.local is associated with that IP address. So a name such as DDN-cnfsRROL1.local is in the

DNS server, and when you access that name you will access one of the associated IP addresses.

The table shows the services that are available, the type of hardware those services run on, and the IP addresses
associated with the services. These services either connect to GPFS or a non-GPFS file server, depending on the client

capabilities.
Component MGMT / iDRAC Data - 10GE GPFS/Bright 10GE
monserver.local Dell R320 172.18.1.50
fsO1l.local Dell R720 172.18.1.56
fsO1-idrac.local Dell R720 172.18.1.57
fs02.local Dell R720 172.18.1.58
fs02-idrac.local Dell R720 172.18.1.59
fs03.local Dell R720 172.18.1.60
fs03-idrac.local Dell R720 172.18.1.61
fsO4.local Dell R720 172.18.1.62
fsO4-idrac.local Dell R720 172.18.1.63
ddnmonserver.local Dell R610 172.18.1.64
%‘:22“_%23?”‘* Dell R610 172.18.1.65
ddn-contO1.local DDN SFA12K40 172.18.1.66
172.18.1.68

ddn-cont02.local

DDN SFA12K40

Note: 2 X 10GE FTP

Dell R720 Note: Rest is cNFS
Note: Plus 1
fs01-nfs-02.local Dell R720 customer 10GE 172.19.1.73
(NFS)
fsO1-gpfs-01l.local Dell R720 172.20.1.109
fs01-gpfs-02.local Dell R720 172.20.1.110
fs02-nfs-01.local Dell R720 172.19.1.74
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fs02-ftp-02.local Dell R720 172.19.1.75

fs02-gpfs-01.local Dell R720 172.20.1.111
fs02-gpfs-02.local Dell R720 172.20.1.112
fs03-nfs-01.local Dell R720 172.19.1.76

fs03-ftp-02.local Dell R720 172.19.1.77

fs03-gpfs-01.local Dell R720 172.20.1.113
fs03-gpfs-02.local Dell R720 172.20.1.114
fs04-nfs-01.local Dell R720 172.19.1.78

fs04-nfs-02.local Dell R720 172.19.1.79

fs04-gpfs-01.local Dell R720 172.20.1.115
fs04-gpfs-02.local Dell R720 172.20.1.116
DDN-cnfsRRO1.local | nfs round robin 172.19.1.73,4,6,8,9
DDN-ftpRRO1.local ftp round robin 172.19.1.75,7
Notes:

e Spare pools are comprised of 10 drives in each pool, with 8 active and 2 redundant. You can lose a single drive in a
RAID array, and continue functioning successfully and with redundancy. However, if you lose two drives, you lose
redundancy, but not data. In this case, the system accesses the spare pool and obtains a drive. This mechanism
provides an extra layer of security.

e CNFS stands for Cluster NFS. CNFS goes beyond round robin capability, and can manage the loss of connectivity
and gracefully move to another machine. For example, if you are performing an FTP download and a server goes
down, that download would normally be terminated. With CNFS, if a server goes down in the middle of download, the
download process can continue. It will be slower, but the download does not fail.

e The left column above shows the service. If more than one instance of a service is supported on a single node, then
the service name is appended by 01, 02, etc.

e NFS 1 is available to you in fsO1. This is the equivalent to nfs 01 on the other nodes.

7.4.1 Exported File Directories

The following table shows the file directories that are exported (advertised), so that external clients can access them. The
mount is performed on the machine that produces data. Lab instruments are configured to transfer data to the exported
directories in the storage array.

File System Mount Points Exports

gsl /gsl/ion-data on /ion-data /gsl
*(rw,no_root_squash,sync,fsid=1,subtree_check)
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/gsl/ion-data *(rw,no_root_squash,sync,fsid=222)

/gsl/images

/gsl/ion-analysis *(rw,no_root_squash,sync,fsid=226)

/gsl/images *(rw,no_root_squash,sync,fsid=228)

7.4.2 File System IP Addresses

The following table shows the file system IP addresses:

File System IP Address

DNS 172.18.1.50
NTP 172.18.1.50
SNMP 172.18.1.50
SMTP 172.18.1.50
Spare Pool 10 Drives (1 pool)

7.4.3 vsftpd.conf Settings

vsftpd.conf contains the following settings:

e anonymous_enable=YES

e local_enable=YES

e write_enable=YES

e local_umask=000

e anon_upload_enable=YES
e dirmessage_enable=YES

o xferlog_enable=YES

e connect_from_port 20=YES
o xferlog_std_format=YES

e listen=YES

e pam_service_name=vsftpd
e userlist_enable=YES

e tcp_wrappers=YES
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7.5 Procedures

7.5.1 Common Procedures

Startup / shutdown procedure
7.5.2 Hardware/Software Update Procedures

7.5.3 Monitoring

7.5.3.1 SNMP — SFA

The following configuration has been put in place for SNMP on the SFA12K. A test trap was sent from each controller,
and the delivery of the network SNMP packets was verified by running tcpdump on the node (monserver) at 172.18.1.50.
Trap delivery through the SNMP agent on monserver to Nagios or other monitoring applications was not tested by DDN.

RAID[1]S$ ui show SNMP TRAP AGENT

KAk AR A AR A AKX A A XA A XA A XA A XA A KKK

* SNMP Trap Agent *
khkkhkkhkhkhkkhkk Ak kkhkhrkkhkk khrhkkhkkhrkhk,kxkxk%
Enabled: TRUE

IP Address: 172.18.1.50
Community: public

Filter: WARNING ERROR EMERGENCY

7.5.3.2 SNMP - GPFS

The NSD server fs04 is configured as an SNMP collector node.

Node Daemon node name IP address Admin node name Designation

1 £s0l-gpfs-01.local 172.20.1

2 fs02-gpfs-01.local 172.20.1

3 £s03-gpfs-01.1local 172.20.1.113 £fs03-gpfs-01.local quorum-manager
4 £s04-gpfs-01.local 172.20.1

.111 £s01l-gpfs-01.local quorum-manager
.112 £s02-gpfs-01.local quorum-manager

.114 £s04-gpfs-01l.local manager-snmp collector

Log snippet of SNMP collector startup - /var/adm/ras/mmfs.log/latest

Sun Apr 21 03:37:40 PDT 2013: /usr/lpp/mmfs/bin/mmsnmpagentd invoked
NET-SNMP version 5.5 AgentX subagent connected

7.5.3.3 DirectMon

DirectMon is installed and configured on a single head node server. SFA and GridScaler metrics are being collected. The
CMGUI thick client running on monserver.local, which connects to the Bright Cluster Manager also has access to the
DirectMon instance.

# cmsh -c "device list"

Type Hostname (key) MAC Category Ip Network

PowerDistributio
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EthernetSwitch switch01l 00:00:00:00:00:00 172.18.253.1 internalnet

GenericDevice DDN-CONT 00:00:00:00:00:00 172.18.1.66 internalnet

MasterNode DirectMon 00:10:18:F7:D7:92 172.18.1.64 internalnet

PhysicalNode £fs01 90:B1:1C:33:F3:DE GS-NSD-Servers 172.18.1.56 spnet

PhysicalNode £fs02 90:B1:1C:33:E1:ED GS-NSD-Servers 172.18.1.58 spnet

PhysicalNode £fs03 90:B1:1C:33:87:B2 GS-NSD-Servers 172.18.1.60 spnet
1

PhysicalNode £fs04 90:B1:1C:33:D9:46 GS-NSD-Servers 172.18.1.62 spnet

Several monitoring setup scenarios have been saved as .mon files on the monserver node in the directory -
/root/Desktop/monfiles:

[root@monserver monfiles]# pwd

/root/Desktop/monfiles

[root@monserver monfiles]# 1s -1

total 88

-rw-r--r-—. 1 root root 6168 Apr 28 22:25 fs01-£fs03 OS-metrics.mon
-rw-r--r-—. 1 root root 7896 Apr 29 03:10 £s01l gs latencies.mon
-rw-r--r--. 1 root root 11199 Apr 28 22:41 SFA12K host channels-BW IOPS.mon
-rw-r--r--. 1 root root 11199 Apr 28 22:41 SFA12K host channels.mon
-rw-r--r--. 1 root root 4033 Apr 28 23:04 SFAI12K host channels-vs-
VD IOPS and BW.mon

-rw-r—--r-—. 1 root root 3542 Apr 28 22:49 SFAl2K SAS VD BW.mon
-rw-r--r--. 1 root root 5752 Apr 28 22:52 SFAI2K SAS VD IOPS.mon
-rw-r--r--. 1 root root 13299 Apr 29 02:59 SFA12K SATA VD BW.mon
-rw-r--r--. 1 root root 12980 Apr 29 03:04

SFA12K_SATA VD_IOPS.mon

7.5.4 Troubleshooting Procedures

7.5.5 Log ldentification and Procurement Procedures

These procedures will be described by the vendor as required during troubleshooting.
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8 System Access

8.1 Customer Server and Storage Access Points

Multi-homed servers provide direct access to specific services:

e Monitoring server — Monitoring web interfaces (Nagios, Ganglia), SSH administration

Torrent Server(s) — Instrument and analysis tracking (Web Ul), SSH administration, and so forth.

Storage Server — Retrieve data from storage array for archival or other purposes (NFS, FTP)

LIMS APP/DB Servers — Data and management access

Tertiary analysis cluster head nodes — Job launch, system monitoring, SSH administration

8.2 Instrument Access

Instruments are accessible through SSH using the servers listed above. Direct connection from the customer LAN to the
instruments is not possible.

8.3 Support Access

The Axeda agent, which runs on the Monitoring Server. It provides support access.

Remote support access is provided through an HTTPS-based interface to a Life Technologies server on the Internet.

8.4 Passwords

The passwords for each component are listed in the “Server Authentication/Access” section for that component. This
section provides a summary of all passwords used throughout the system.

System Component Username Password

APC PDU APC APC

iDRAC root calvin
ionadmin ionadmin

tanhn01 root Dellsvcsl

Bright Web Ul adminpfx file

tanhn02 root Dellscvesl

KVMs lonadmin lonadmin01
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Monserver root 10n@dm!n

DDN Passwords

FS (fs01-04) root DDNSolutions4U

Controller user user

Controller WebUI user user

DirectMon root DDNSolutions4U
ddnuser DDNSolutions4U

Monserver Web clusterdocs 10n@dm!n

Key:

o fsrefers to all file system servers

e tanhnOx refers to tertiary analysis head nodes, in rack 4.
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9 Support and Troubleshooting

This section describes environment wide support and troubleshooting procedures which should help you to narrow down
issues to a particular rack or component. Once you have located the problem, you may need to view the troubleshooting
procedures for a particular component or subsystem.

9.1 Preventive Maintenance

9.1.1 Physical Inspection

Although much of the system is monitored via Nagios and other monitoring tools, a physical system inspection should be
performed on a weekly basis.

Elements to verify include:
1. Error beeps
a. Listen for and identify the source of any error warning beeps.
2. System power
a. Verify that all systems are powered on.
3. Network activity
a. Verify that network interface cards and/or connected network switch ports are showing link/activity.
4. Amber light checks
a. Check for general amber light indicators — on system’s front LED — and record any error messages displayed.
b. Hard drive failures — Look for amber lights in the front of each system’s hard drive enclosures.
c. Power supplies — Look for amber lights on system power supplies.
d. Network switches — Look for amber lights on all network switches.
e. PDUs - Look for any error naotifications on PDU LED display, as well as for any amber lights.
f. Blade chassis — Check chassis management LED, and record any error messages displayed.
5. Data Center

a. Verify all data center floor PDUs, UPS, and cooling units are error free and within acceptable power and
temperature limits.

b. Verify that PDU-to-power socket connections look tight and secured.
6. KVM/KMM

a. Verify that KVM displays connected systems as online.

b. Connect to a system of your choice to verify functionality.

7. Follow up with appropriate troubleshooting steps or support requests to address any identified issues.
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9.1.2 Application / Systems Inspection

1.

Nagios

a. Check web interface functionality.

b. Check for error messages. Record any errors.

Ganglia

a. Check web interface functionality.

b. Verify that no systems are showing offline.

DNS

a. SSH into a system and use a “host” lookup command to verify that the FQDN to IP name resolution is functional.
Storage capacity

a. Log onto a DDN file server.

b. Verify file system capacities.

Torrent Server(s)

a. Check web interface response.

b. Check /var/log/messages for any significant errors.

c. Check system time.

Chassis management interface

a. Check each chassis web interface for error notifications.

Follow up with appropriate troubleshooting steps or support requests to address any identified issues.
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10 Related Documentation

Related documentation, including the original vendor manuals for the servers, switches and other components that are
integrated into the system, is provided in the Additional Documentation folder that accompanies this guide. The following
table describes the related documentation, and provides live links to each document.

Component External Documentation

Torrent Suite™ Torrent Suite Software provides an integrated environment to manage your sequencing
Software 3.6 instrument runs and the resulting sequencing data. See:

e Additional Documentation\TSUD-3.6 UserAndAdminGuides.pdf

Grid Engine Grid Engine software is a distributed resource management (DRM) system that manages
(formerly Sun Grid the distribution of user workloads to available compute resources. The SGP system uses
Engine) the Grid Engine to manage the distribution of workloads for primary analysis and tertiary

analysis compute jobs. See:

e Oracle® Grid Engine Administration Guide
See: Additional Documentation\Oracle Products\Administration Guide.pdf

e Oracle® Grid Engine Installation and Upgrade Guide
See: Additional Documentation\Oracle Products\Iinstallation and Upgrade Guide.pdf

e Oracle® Grid Engine Release Notes
See: Additional Documentation\Oracle Products\Release Notes.pdf

e Oracle® Grid Engine User Guide
See: Additional Documentation\Oracle Products\User Guide.pdf

Bright Cluster Bright Cluster Manager is a cluster management application installed on RedHat
Manager Enterprise Linux Server. The Bright Cluster Manager installation includes the Grid Engine
job scheduler.

Bright Cluster Manager 5.2 Administrator Manual
See: Additional Documentation\Bright Products\Bright Cluster Manager Admistrator

Guide.pdf
Life Technologies Although the most useful aspects of the Saudi Genome Project storage configuration are
Saudi Genome described in the document you are reading (SGP System Administrator Guide), the
Project Storage complete detailed description of the storage configuration is provided in:
Configuration

e Life Technologies SGP DDN SFA12K GridScaler As-built
See: Additional Documentation\LT Lawrence 12K GS As-built.pdf

Life Technologies This document maps switch boards to the components they are connected to, such as

Network servers or lab instruments. This Excel spreadsheet shows the switching enviroment with
Deployment associated system names.
Workbook

e Network Deployment Workbook — Life Tech v7
See: Additional Documentation\Network Deployment Workbook - Life Tech - v7.xls
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Saudi Genome This document describes which IP addresses are associated with which machines.
Project Network

Configuration e Saudi Genome Project Network Configuration

See: Additional Documentation\SGP _Network Configuration V6.xls

Installed Run the following command to view a list of installed applications: “rpm —qa”

Applications . ) o ) ) ]
e For convenience, the output of this command is listed in the following .RTF file:

Additional Documentation\Installed Applications.rtf

Dell Products Several Dell products are deployed within the Saudi Genome Project cluster.

e Dell™ Remote Console Switch Software User's Guide
See: Additional Documentation\Dell Products\dell-kvm-2162ds User's Guide en-
us.pdf

e Dell™ Remote Console Switch User's Guide
See: Additional Documentation\Dell Products\dell-kvm-2162ds User's Guide2 en-
us.pdf

e 32 o0r 16 Port IOM, Fabric B1, B2, C1 and C2, Mapping to Quarter Height Blade Slot
See: Additional Documentation\Dell Products\M420 Blade Port Mapping.ppt

o Dell PowerEdge M1000e Systems Configuration Guide
See: Additional Documentation\Dell Products\poweredge-m1000e Reference
Guide3 en-us.pdf

o Dell PowerEdge M420 Systems Owner's Manual
See: Additional Documentation\Dell Products\poweredge-m420 Owner's Manual _en-

us.pdf

o Dell PowerEdge R320 Systems Owner's Manual
See: Additional Documentation\Dell Products\poweredge-r320 Owner's Manual _en-
us.pdf

e Dell PowerEdge R420 Systems Owner's Manual
See: Additional Documentation\Dell Products\poweredge-r420 Owner's Manual en-
us.pdf

e FTOS Configuration Guide for the S4810 System FTOS 9.1(0.0)
See: Additional Documentation\Dell Products\S4810 9.1.0.0 05 Mar-2013.pdf

e FTOS Configuration Guide for the S55 System FTOS 8.3.5.3
See: Additional Documentation\Dell Products\S55 CONFIG 8.3.5.3 05-Dec-

2012.pdf

DDN Products Several DDN products are deployed within the Saudi Genome Project cluster.

e SFA 0OS 1.5.3.0 CLUI (Command Line User Interface)
See: Additional Documentation\DDN
Products\SFA OS 1.5.3.0 CLUI Command Reference Q1.pdf

e SFA OS User Guide
See: Additional Documentation\DDN
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Products\SFA OS 1.5.3 UserGuide F 9630050001.pdf

e SFA™ OS API Reference Guide
See: Additional Documentation\DDN
Products\SFA OS API| UserGuide D 9600325001.pdf

e Storage Fusion Architecture SFA12K Product Family Quick Start Guide
See: Additional Documentation\DDN
Products\SFA12K 1.5.3 QuickStartGuide C 9630051001.pdf

APC Products

APC rack power distribution units are deployed within the Saudi Genome Project cluster.

e APC Rack Power Distribution Unit Installation and Configuration Guide
See: Additional Documentation\APC Products\APC Rack PDU Installation and
Configuration Guide.pdf

IBM GPFS File
system

General Parallel File System (GPFS) allows users shared access to files in either the
cluster where the file system was created, or other GPFS clusters.

General Parallel File System Advanced Administration Guide
See: Additional Documentation\IBM Products\GPFS Admin_Guide.pdf

Ubuntu Server
Guide

Ubuntu is used by the Primary Analysis system, that runs in Rack 1.

Ubuntu Server Guide
See: Additional Documentation\Ubuntu Products\Ubuntu _Server Guide.pdf

Red Hat Enterprise
Linux

Red Hat is used by the Tertiary Analysis system, that runs in Rack 4.

Red Hat Enterprise Linux 6 Storage Administration Guide
See: Additional Documentation\Red Hat Products\Red Hat Enterprise Linux-6-
Storage Administration Guide-en-US.pdf
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